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In the run up to the 2020 Presidential Election, state-sponsored disinformation campaigns will 
likely feature racially and culturally divisive content targeting minority communities—tactics 
that were employed successfully in 2016. These disinformation campaigns are designed to 
exploit the grievances of minority communities to incite feelings of paranoia or anger. In 2016, 
Russian disinformation campaigns targeted blacks on social media more than any other group to 
amplify existing social tensions and discourage blacks from voting. 

 
• On October 21, Facebook announced it 

removed 50 Instagram accounts, nine of which 
posed as supporters of “black activism” and 
some which targeted specific 2020 candidates. 
The accounts were believed to be linked to the 
Internet Research Agency (IRA), Russia’s 
disinformation “factory” that was exposed in 
2016. 
 

• In 2017, IRA advertisements on social media 
focused heavily on immigration issues—
including topics such as deportation and 
mistreatment of migrants—to provoke anger 
among supporters on both sides of the debate. The 
campaign also tried to dissuade Hispanic American 
voters by building distrust and cynicism toward the 
US political system. 
 

It is uncertain if we can attribute the decline in black voter turnout in 2016—for the first time in 
20 years in a presidential election—to Russia’s racially-focused disinformation campaign. 
However, of the 81 Facebook pages the IRA operated, 30 targeted black audiences and the 
majority of the 133 IRA-operated Instagram accounts also targeted the black community. 

 
• One popular IRA-run account that called itself, “Blacktivist,” on Facebook and Twitter 

promoted voter disengagement, advocated for votes directed toward third-party candidates, 
and included content discouraging voting such as, “not voting is a way to exercise our 
rights.” The account received 4.6 million likes and 4.8 million shares on Facebook alone.  
 

 
 
  

Screenshot of post from an IRA-operated Instagram 
account recently removed (Source: Graphika) 

Members of the public are encouraged to exercise caution when online—particularly when it comes 
to information regarding elections and voting. Check out tips on how to detect disinformation 

campaigns and learn more about disinformation at ncrintel.org. 
 

https://www.ncrintel.org/post/how-to-detect-disinformation-campaigns
https://www.ncrintel.org/post/how-to-detect-disinformation-campaigns
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https://www.ncrintel.org/intelligence-products/state-sponsored-disinformation-campaigns
https://www.ncrintel.org/


Disinform
ation Stops W

ith You
You have the pow

er to stop foreign infl
uence operations.

Understand how
 

�foreign actors try to 
affect behavior.

Foreign actors m
ight build 

�an audience by starting or 
joining groups and spreading 
entertaining, non-controversial 
content. Eventually, they 
sprinkle in disinform

ation 
and steer follow

ers to m
ore 

extrem
e positions. The sam

e 
actor w

ill do this in m
any 

groups and pit them
 against 

each other.

Check w
ho produced the 

content and question 
their intent.

Foreign actors can spend 
�a lot of m

oney to m
ake 

disinform
ation seem

 like 
entertainm

ent or new
s. U.S. 

law
s require such agents 

engaged in political activities 
to disclose their relation to 
foreign governm

ents. Look 
for those disclosures and 
think about w

hat slant that 
relationship m

ight put on how
 

they report before accepting it 
as truth or linking to it online.

Search for other reliable 
sources before sharing. 

Do a quick search for other 
reliable sources before sharing 
a controversial or em

otionally 
charged article, post, tw

eet, 
or m

em
e you read. Studies 

show
 that being w

ell inform
ed 

requires getting inform
ation 

from
 m

any places. If it isn’t 
from

 a credible source or if you 
can’t find a second reliable 
source, don’t share it.

Ask yourself w
hy you’re 

sharing—
and let your 

em
otions cool.

Take a m
om

ent before sharing 
a link, em

ail, or other m
essage. 

Disinform
ation is designed to 

m
ake you feel angry, shocked, 

or sm
ug – alw

ays ask yourself 
w

hy you’re sharing first. Are 
you posting to im

prove the 
conversation? Taking no action 
can be the best w

ay to im
prove 

a discussion and thw
art 

disinform
ation.

Talk w
ith your social 

circle about the risks of 
spreading disinform

ation.

It’s probably not w
orth 

engaging w
ith every piece of 

disinform
ation, but if you are 

concerned w
ith its spread you 

m
ay w

ant to speak out. Share 
w

hat you know
 about the risks 

of spreading disinform
ation 

and how
 you handle it. 

Confronting w
ith em

otion m
ay 

backfire, so w
hen possible, 

com
bine hum

or w
ith facts. 

To learn m
ore about how

 you can stop disinform
ation, visit our w

ebsite at w
w

w
.dhs.gov/cisa/protect2020.

Recognize
the risk�

Q
uestion

the source

Investigate
the issue

Think
before you link

Talk
to your circle

https://www.dhs.gov/cisa/protect2020


CISA 
CYBER+INFRASTRUCTURE 

Pizza is for 
Pepperoni! 

JOIN YOUR FELLOW PIZZA 
LOVERS AT THE TOWN CENTER Pizza is for 

TO MARCH FOR PINEAPPLE! Pineapple! 

Yes Maybe No Yes! 
I’ll be  Currently Will not  
there! undecided be there 

PINEAPPLE 
PIZZA 
CONTROVERSY  
ROCKS THE US!

e Being  
anti-pineapple 
is un-American! 

8 f) 0 f) 
f) 0 f) 8 

8 f) 0 f) 
f) 0 f) 8 

Begin with  Change to Change to  
Username: Berliner123 Username: PizzaPro Username: ProfPizzaUSA 

I ,---------------------------, 
American Opinion is Split:  
Does Pineapple Belong on Pizza? 
An A-list celebrity announced 
their dislike of pineapples on pizza, 
prompting a new survey. No matter 
how you slice it, Americans disagree 
on the fruit topping. 

-----

CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY 
June 2019 

THE WAR ON PINEAPPLE:
Understanding Foreign 
Interference in 5 Steps
To date, we have no evidence of Russia (or any nation) actively carrying out information operations against pizza toppings. 
This infographic is an ILLUSTRATION of how information operations have been carried out in the past to exploit divisions in  
the United States. 

1. TARGETING DIVISIVE ISSUES
Foreign influencers are constantly on
the lookout for opportunities to inflame
hot button issues in the United States.
They don’t do this to win arguments;
they want to see us divided.

2. MOVING ACCOUNTS INTO PLACE
Building social media accounts with a large
following takes time and resources, so accounts
are often renamed and reused. Multiple
accounts in a conversation are often controlled
by the same user.

Pro Tip: Look at an account’s activity history.
Genuine accounts usually have several interests
and post content from a variety of sources.

3. AMPLIFYING AND DISTORTING THE CONVERSATION
Americans often engage in healthy debate on 
any number of topics. Foreign influencers try to 
pollute those debates with bad information and 
make our positions more extreme by picking 
fights, or “trolling” people online. 

Pro Tip: Trolls try to make people mad, that’s it. If 
it seems like an account is only aiming to raise 
tensions, think about whether it’s worth engaging.

4. MAKING THE MAINSTREAM
Foreign influencers “fan the flames” by creating
controversy, amplifying the most extreme version
of arguments on both sides of an issue. These are
shared online as legitimate information sources.

Sometimes controversies make it into the
mainstream and create division among
Americans. This is a foreign influencer striking
gold!  Their meddling is legitimized and carried
to larger audiences.

Being anti-pineapple 
is un-American! 

Millennials are 
ruining pizza! 

Keep your pineapple 
off my pizza! 

What’s wrong with 
plain old cheese? 

5. TAKING THE CONVERSATION INTO THE REAL WORLD
In the past, Kremlin agents have organized or funded
protests to further stoke divisions among Americans. They
create event pages and ask followers to come out.

What started in cyberspace can turn very real, with 
Americans shouting down Americans because of 
foreign interference. 

Pro Tip: Many social media companies have increased 
transparency for organization accounts. Know who is 
inviting you and why. 
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